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1. Definitions

The following terms - wherever they appear in
this policy - shall have the meanings indicated
below, unless the context requires otherwise:

Definitions
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Board gli'febci\l;rt;onal Bank Board of ibgll Gyl il 8)l0] . loxol|
Audit . One of the committees emanating lall oy ol bl as] dasyoll dind
Committee | from board
) The bank's entrusted executive bginll polsibll pog i) Llall &)loyl
Executive management, who manage the bank's 2lyBlg dxogdl clidl Jlocl 8)lo] og) diuaiil 8loul
management| daily business and propose and odudiiy duzil il Olyl,all ’
implement strategic decisions
The bank's entrusted executive iy «Wasd e dgdurall Jlacll wilylol
First line management, who manage the bank's 6,50 J=lo @ la3)lolg laiauiil Hbolso Joll bl
daily business and propose and RY-NeN] @,bwl Al JoxiGg o)l poiwbg
implement strategic decisions d>gouuall
Control and support units related to
business units such as: risk i , Lo
management, compliance, legal, &ylal idie el Ohlolg dpls)Jl Ohlayl
financial, and technology are due pidllg dpgilall .pl5llg yboliall
Second line | responsible for verifying through a Jlasll Ohlob dulell ©ls duatly ddlally Sl bl
comprehensive view that the business Aol 8,15 JU> (ro @éill e dggunall
units in the first line have identified ol bl § Jloell Sllalg 0l dizgiog
their business risks and are managing Eilo Jin Lo g Lellocl blio O2a>
them appropriately
The Internal Audit Group which is
responsible for independently and L I .
objectively evaluating and confirming O ‘U?.MI C.U"d?ml fi..'q'?bdl foonae
the adequacy and effectiveness of 2509 PR £90909 o JSCiy r‘jLﬁ‘_’J'
governance, risk management, _ sblxall 8)lolg deSgall 4ulelog aylas
Third line controls, policies and procedures f“"'ﬂls”? Olwlpully bylgally _‘_“-_I?JJI9
implemented by the first- and 83bjg «ilile Jglll pabadl o Gidioll Il bzl
second-lines, increasing confidence sl el 610yl w939 gy datl
in them, and providing executive go ohlat Olelzyl Olwluwll ol Jobeo
management with reasonable Boaxall Gladgil
assurance that the policies and
procedures are in line with
expectations
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Glossary of Abbreviations:

2. Introduction

Saudi Central Bank (SAMA) has issued several

instructions relate to internal audit, , also aligned with

the Global Internal Audit Standards. this policy must be

interpreted along with SAMA instructions whenever

needed -for example, but not limited to the following:

1. Principles of Internal Audit for Banks Operating in
Saudi Arabia

2. The main principles of governance in financial
institutions subject to the control and supervision
of the Saudi Central Bank (SAMA).

3. Code of conduct principles and work ethics in
financial institutions.

4. Compliance principles for Islamic and commercial
banks operating in the Kingdom of Saudi Arabia.

5. Anti-Money Laundering and Terrorist Financing
Guide.

6. Account Opening Rules.

7. Organizational rules for self-supervisory units and
committees.

8. Anti-fraud Framework.

9. Sharia governance framework for local banks

operating in the Kingdom.

10. Internal violation reporting policy for financial
institutions.

11. Risk management Instructions.

12. Outsourcing to third-party principles.

13. Information Security Regulatory Guide.

14. Business continuity Regulatory Guide.

15. Information Technology Governance Regulatory
Guide.

16. Guidelines on Internal Control

Moreover, Internal audit function is receiving global
attention.  Several international bodies and
organizations issued instructions in relevance to
Internal Audit that should be referred and used for
guidance:

Basel Committee on Banking Supervision (BCBS).
Institute of Internal Auditors (IIA).

Committee of Sponsoring Organizations of the
Treadway Commission (COSO).

3. Purpose of this policy:

The policy statements herein outline the minimum
requirements to enables Internal Audit Group (IAG) to
perform its activities efficiently and optimally as a tool
to enhance self-control and improving the operations
and business of ANB Group to achieve the following
objectives:
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i. Protectthe assets and constantly ensure the safety of
operations and the adequacy and effectiveness of
reports in general and the financial reporting in
particular which are prepared to various levels,
entities and purposes and to give confidence in
reports in a way that enables the protection of the
interests of shareholders, investors and depositors
and other relevant stakeholders.

ii. Enhancing the fulfillment of all the requirements of
the regulatory and supervisory authorities and the
compliance of ANB and its employees by the laws,
regulations, instructions in force and banking policies
and procedures.

This policy includes the standards that characterize the
effectiveness, professionalism, and reliability of the
Bank’s internal audit function, International Professional
Practices Framework promulgated by the Institute of
Internal Auditors (IlA). The context of policy provisions
adopts “Principles of Internal Auditing in local banks
operating in the Kingdom of Saudi Arabia” Dec 2021 -
Saudi Central Bank.

This policy was established under the supervision of CIA
to be approved by audit committee and the Board of
Directors of the Arab National Bank. It shall be reviewed
and updated every three years or when needed

This policy is considered and used as an internal audit
formal charter as required by llA global standards

** This policy is issued in both Arabic and English
languages, In the event of a conflict between the two texts
the Arabic version prevails.

PART1
Governance Considerations

The Internal Audit Group represents the third and final
line within the framework of the three lines issued by
Institute of Internal Auditors (IlA). IAG is directly
responsible for assessing and confirming to BoDs and the
Audit Committee the adequacy and effectiveness of
governance processes, risk management, monitor
controls, policies and procedures implemented from the
first and second lines and contributing to their
improvement according to systematic risk-based
approach, through which the optimal use of resources is
made, by directing the financial, administrative and
operational audit engagements towards the most critical
and important activities of ANB and implementing them in
an objective manner that takes into account the specific
strategies and objectives. The importance of this line is
reinforced by independence to provide the executive
management with reasonable assurance that policies and
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The results of the audit engagement are communicated
to, the Audit Committee and the Executive Management
for corrective actions with holding the following
responsibilities towards the internal audit:

1-1 Roles and Responsibilities of BoDs Effectively
supervising the Audit Committee and following up on its
duties entrusted to it.

1. Ensuring that the executive management establishes
and maintains an appropriate, efficient and effective
internal control framework, and works to identify,
measure, monitor and manage all risks to which ANB is
exposed.

2. Ensure the effectiveness and efficiency of the internal
control arrangement is reviewed based on I|AG
reports and other executive management reports.

3. To take all necessary measures to ensure the
existence and continuity of a permanent,
independent and effective internal audit group in the
bank.

4. To ensure that the size of IAG and the efficiency and
qualifications of CIA and employees and systems in
use are consistent with the size of the bank and the
level of complexity of its organizational structure.

5. Ratification Internal Audit policy upon audit
committee endorsement and to ensure its review and
update periodically.

6. Ensuring that Audit committee is committed to
conduct a review on IAG quality by an authorized
independent third party at least every 5 years.

7. Follow up on any system developments, regulations
and instructions related to internal audit from related
authorities from time to time.

1-2 Roles and Responsibilities of Audit Committee:
Without prejudice to the authorities, duties and
responsibilities of the audit committee according to
relevant regulations and instructions issued by the
Central Bank and other regulatory bodies and Audit
Committee Terms of Reference, the audit committee
must undertake the following effective supervision
requirements:

Recommend to BoDs, the IAG structure and internal audit
policy for approval and periodic review

Recommend to BoDs the appointment, reappoint,
dismissal or accept Chief Internal Auditor resignation.
Review and approve the risk based annul audit plan
prepared by CIA, including the scope of the plan and the
allocated financial and human resources budget to it.
Ensuring that the group has the appropriate human
resources in terms of number, qualifications, skills and
specialized experience.

Approve IAG strategy prepared by CIA to be in line with
the bank's general strategy and objectives.

Monitoring |AG strategy performance along with the
performance of the annual audit plan.

Reviewing the performance of CIA and KPIs to ensure that
it is able to perform its responsibilities independently and
objectively.
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Review the suitability of audit plan on a quarterly basis
and when needed according to any change in
circumstances.

Reviewing internal audit reports and discuss it with Chief
Internal Auditor and the discussion may include other
managers and employees.

Ensuring that the executive management takes the
necessary corrective measures in a timely and
appropriate manner to address the control weaknesses,
issues of compliance with policies, regulations, and
instructions, and other violations, observations and
deficiencies identified, reported and recommended by
IAG.

Reviewing re-target to extend dates of overdue open
observations and risk acceptance forms.

Selecting external evaluator to verify the quality of IAG
activities at least once every five years.

Ensuring CIA integrity and ability to do his work in honest,
clear responsible methods. Making sure he has not
involved in illegal activities and being abide by all
regulations.

1-3 Roles and
Management:
The executive management are responsible for ensuring
that the Bank has an effective system of internal controls
and ensuring that internal controls are operating
effectively )This responsibility cannot be delegated to
others within the Bank or to external parties) the
executive management must take up the following
responsibilities:

1. Enable IAG completely and without restriction to
access all records, persons, systems and buildings

2. Provide IAG with the information, data and
clarifications that necessary to perform their tasks in
a timely and appropriate manner.

3. Ensure that all relevant risks (known or expected to
occur) are identified and assessed at an early stage
beside developing and implementing adequate and
effective control procedures and notify IAG.

4. Share the assessment conducted for various risks
with IAG to enable audit to plan the auditing according
to a risk-based approach.

5. Encourage inviting CIA or |IAG representatives to
attend the meetings of the various management
committees as a permanent invitee, without giving the
right to vote on its decisions to be aware of initiatives,
projects, products or new operational changes or any
amendments to the policies and procedures of the
bank’s divisions.

Responsibilities of Executive
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6. Include in the executive management’'s key
performance indicators an indicator of effectiveness
and time handling of open audit observations. .

7. Appointing a respective officer for follow up and
communication between divisions and IAG

8. Notifying CIA upon launching any new products or
banking services to be reviewed by IAG within 12
months of launching the product or service
depending from the nature, type, complexity, and
riskiness of new product or service [includes material
changes to existing products and services as defined
in SAMA regulations

9. Take appropriate measure and corrective actions in a
timely and appropriate manner with respect to all
observations and recommendations received by IAG

1-4 Role of The Chief Internal Auditor

In addition to communicating and reporting to the Audit
Committee on audit-related matters and preparing
periodic reports on audit activities for BoDs and audit
committee, the CIA is responsible for the following:

1. CIA must confirm to the audit committee on an annual
basis, the organizational and functional independence
of IAG activities.

2. CIA must develop and update an internal audit policy
periodically to be approved by BoDs on the
recommendation of the audit committee and made it
available to all stakeholders of the bank.

3. CIA shall coordinate with HR recruitment team to
attract human resources with appropriate level of
competencies, qualifications and skills beside the
work on Saudization according to local regulations
and share the results with the audit committee.

4. Develop the team and skills related to audit
techniques with the help of technology tools and
systems, Functional Performance Analysis Programs:
in order to expand the scope of their audit coverage
and manage system-related risks more
comprehensively.

5. CIA shall assess the skills of internal auditors and
follow up on their development to ensure that they
receive appropriate continuous training by
coordinating with ANB Academy.

6. CIA shall ensure that all auditors adhere to integrity
and work in accordance with relevant internal audit
standards and principles.

7. Preparing an internal audit strategy in line with the
bank’s strategy and approving it by the audit
committee and submitting its results to them
periodically beside the extent of adherence to it.

8. Develop an internal audit plan and work for its
approval by the audit committee and review it
quarterly for update if needed.
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9. CIA shall participate in the relevant management
committees such as risk and compliance without
impairment of independency or objectivity.

10. CIA has the right to request a meeting with the audit
committee individually at any time whenever there is a
need to discuss any topic. Additionally, The CIA has a
standing invitation to attend and participate in all
Audit Committee meetings, unless there are closed
sessions intended solely for committee members or
when topics directly related to the CIA are being
discussed.CIA must create a detailed matrix that
contains a classification of the potential risks as a
result of the suspension or postponement of one of
audit engagements or part of it beyond the year of the
plan, whether the suspension or postponement is a
desire of IAG itself or received from auditees divisions
to be submitted to the audit committee for approval
in case risk rating is high or medium with clarifying
reasons for request and internal audit opinion with
emphasize on the continuity of risks.

PART 2:
Coordination with Assurance Providers:
To ensure proper coverage and minimize duplication of
efforts. Information must be shared and activities
performed must be coordinated between internal and
external providers of relevant assurance and consulting
services and IAG. This would increase the efficiency and
effectiveness of the overall assessment process for
monitoring the control environments at ANB.

2-1The Coordination with Second Line:

Second lines represented in Risk Management functions
and Compliance group are responsible of the effective
oversight for risk management and control environment
as essential part of ANB organizational structure. I1AG
must remain independent of these functions and be
neither responsible for, nor part of, them. IAG work
should both complement and assess the oversight
activities performed by compliance and risk management
groups.

2-1-1Risk Management Group

For the purpose of completing the efforts, IAG requests
all control reports, KRIs, top and emerging risks, incident
reports for all adverse events and operational losses, list
of previous fraud incidents with corrective procedures,
results of periodic review of risk assessment and the
mechanisms implemented to evaluate the control
environment performed by all units in risk management
group, during the annual risk assessment to create annul
audit plan beside the planning phase of each individual
audit engagement considering the defined audit scope.
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The assessment should focus on the nature and extent of
monitoring compliance with established policies and
processes to manage risks as per the applicable laws and
regulations as well as whether monitoring processes are
appropriate for ANB business activities and associated
risks.

2-1-2 Compliance Group

To increase the adequacy and effectiveness of coverage
of regulatory requirements, IAG must notify Chief
Compliance Officer about audit results that relevant to
compliance, IAG should coordinate with compliance
group to have non-compliance risk assessment in annual
basis in order to prepare the annual audit plan and
arrange with Compliance Group to have the following for
each planned audit engagement:

List of penalties and violations from supervisory entities
related to the auditable entities.

A list of all regulatory requirements within a specified
audit scope.

A list contains all observations that have been issued by
the Saudi Central Bank from previous supervisory or
inspection visits.

IAG should exercise professional judgement as to what
extent it is appropriate to rely on relevant work
undertaken by others such as Risk Management,
Compliance or Finance in either its risk assessment or
determination of the level of audit testing of the activities
under review however, the reliability of such information
is subject to the assessment of the CIA. Any judgement
which results in less intense IAG scrutiny should only be
made after an evaluation of the effectiveness of that
function in relation to the area under review.

It is worth to mention that activities coordination with
second line, does not compensate covering or assessing
their own oversight activities. IAG must include within its
scope, an assessment of the adequacy and effectiveness
of Compliance and Risk Management roles in monitoring
first lines of deference activities related to identifying,
assessing and managing residual risks to be within
acceptable levels.
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2-2 External Auditors:

External Auditor is complying with International Standard
on Auditing, where standard outline how the knowledge
and experience of the internal audit function can help the
external auditor’s understanding of ANB activites and its
environment. The standards for both internal and
external audit require effective information sharing and
coordination.

The external auditor has sole responsibility for the audit
opinion expressed, and that responsibility is not reduced
by the external auditor’s use of the work of the internal
audit function.

The internal auditors should provide a copy of their
reports to the External Auditors.

The external auditors appointed by the bank play a key
role in the continuous improvement of the bank’s internal
control systems within the scope of their work. Therefore,
their efforts should be integrated with the Internal Audit
Group through coordinated actions, including the
provision of quarterly internal audit reports and the
holding of regular meetings that enable both parties to
remain informed of significant concerns. The Audit
Committee must ensure that such coordination is in place
and effectively implemented

The internal and external auditors will meet periodically
(quarterly) to discuss common interests, benefit from
their complementary skills, areas of expertise, and
perspectives, gain understanding of each other’s scope of
work and methods, discuss audit coverage and scheduling
to minimize redundancies; provide access to reports,
programs and working papers (if necessary) and jointly
assess areas of risk.

PART 3:
IAG Role for subsidiaries and associates
to anb group:

It is preferable in the cases where the bank has a
subsidiary entity and has an audit unit and an audit
committee - without prejudice to the relevant regulations
and instructions - to take the following:

1- Obtaining a seat for CIA of the bank, or whoever
nominated by him from among the staff of the internal
audit group to be a member in the audit committees of
subsidiary entity with the bank, in order to follow up on
developments and check on the status of internal control
therein.

2- Conducting tests on an annual basis or whenever
needed to ensure the quality of the operations of the
audit unit of the subsidiary entity with the bank, to verify
the integrity of its work.

In the event that the bank has subsidiary entity with it and
does not have an independent audit unit - considering
the non-violation of the relevant issued regulations and
instructions-CIA

must discuss the formation of the audit unit with the audit
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committee of the subsidiary entity and make an annual
audit plan to be submitted to the audit committee in the
affiliated entity for discussion and approval. Follow-up to
the notes and time periods are also made, and any
important issues are discussed with the audit committee
in the affiliated entity and the audit committee in the
bank.

CIA must sign a service level agreement with the audit
committee in the subsidiary entity to identify work plan,
follow-up to the corrective action plan, and all mandatory
tasks by legislative bodies and advisory tasks that will be
carried out as requested by the committee.

As for the subsidiaries, which do not have separate
activities and are established for special purposes, their
businesses are not reviewed because there are no daily
operations that require auditing.

PARTA4:
The Scope Coverage of IAGIAG

General Scope:

Each activity and entity of the Bank (subsidiary entity with
no independent audit unit and committee) falls within the
general scope of the IAG (including activities entrusted to
an external service provider), and this includes all
activities, operations, products, services and entities of
the Bank, including reviewing and evaluating the
effectiveness of the of the internal control system, and
procedures of risk, governance, compliance, supervisory
requirements, committees, advisory services, and
evaluation of the entire bank, including London branch
and ANB CAPITAL.

The IAG shall independently - within the scope of its
competence and work plan - evaluate the following:

Effectiveness and efficiency of internal control, risk
management, and governance work, within the
framework of current and potential future risks,
including committees.

Procedures established by business units and support
units.

The degree of reliability, effectiveness, and safety of
MIS policies and procedures (including: data
relevance, accuracy, completeness, availability,
confidentiality, and comprehensiveness).

Follow up on the level of compliance with the
applicable regulations and instructions, and the
bank's internal policies and procedures.

The adequacy and effectiveness of asset protection
procedures.

Ensure the adequacy and effectiveness of all reports
and the mechanism for preparing them.

Participate upon request in investigations within the
bank that do not conflict with audit mandate
according to the discretion of CIA with providing
reports prepared on those investigations to the audit
committee.
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Considering the relevant instructions and the
requirements for applying the risk-based approach and
its methods, the internal audit group, in applying the
scope of its activities, must properly cover annually in the
audit plan the requirements of topics of oversight and
oversight importance for the following activities:

4-1Risk Management Group

IAG must include in its plan towards the risk management
activities, mainly the following:

Its structure and authority, including market, credit,
liquidity, interest rates, operational and legal risks, and
any other risks.

Assess the ability to take risks (risk tolerance), escalate
issues and decisions taken and report on them.

The adequacy of all policies and procedures to detect,
measure, evaluate, follow up, address and report on risks
arising from ANB's activities.

The integrity of its information systems, including the
accuracy, reliability completeness of the data used.
Adopting risk models and maintaining their continuity,
which includes the process of verifying the consistency,
timeliness, independence and reliability of the
information sources used in those models.

The extent to which there is a significant discrepancy
between the views of risk management and the Executive
Management regarding the level of risks faced by the
Bank.

The extent to which all divisions and their employees are
adhered to the authority’s matrix within the bank, and do
not override any granted authority.

4-2 Capital & Liquidity Adequacy

IAG must put all the requirements of the regulatory
framework related to capital and liquidity within the
scope of its activities, in particular the following:

The internal capital adequacy assessment document and
the liquidity adequacy internal assessment document.
Instructions for determining and measuring the
regulatory capital of the bank (requirement), and
measuring the adequacy of its capital resources to its
exposure to risks and the minimum indicators that have
been approved.

Studying the procedure used to implement stress tests
for capital and liquidity levels, considering the frequency
of such tests, their purpose, the reasonableness of the
assumed scenarios and assumptions used, and the
reliability of the procedures followed.

The bank's instructions and procedures in measuring and
following up its liquidity conditions in relation to its risk
register, the external environment surrounding its
business, and all regulatory requirements.

4-3 Submitting Regulatory (Supervisory) and Internal
Reports

The internal audit group evaluate the effectiveness of the
process through which the risk group communicates with
all departments concerned with submitting reports for
the purpose of issuing relevant reports so that they are
accurate, timely and reliable, whether internally or for
regulatory(supervisory) purposes.
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4-4 Compliance Group

The scope of the Compliance group's activities should be
studied, and the effectiveness of its implementation of its
responsibilities in relation to the risks of non-compliance
should be evaluated.

Cooperating with the Compliance group when it follows
up on the tasks, responsibilities that SAMA mandates from
IAG in the specified form and timing.

4-5 Governance

The scope of the bank's governance activities should be
studied, and mainly the following:

Assessing the effectiveness of the competent unit's
implementation of its responsibilities.

Reviewing all policies and procedures related to
governance within the bank and ensuring their
compliance with the relevant issued regulations and
instructions, their updates, their application and their
effectiveness.

Ensuring the bank's compliance with all regulations from
the regulatory authorities inside the Kingdom (SAMA,
CMA, the Ministry of Commerce) related to governance.
Ensure the existence of an effective control framework to
reduce fraud within the bank.

The method of hominating the bank's representatives in
the subsidiaries and ensuring the existence of policies
and procedures governing this process.

4-6 Finance Group

IAG should include the following aspects within its scope:
Structure and authority of the Finance department.

The adequacy and integrity of financial data and financial
affairs systems, instructions, procedures and mechanisms
to identify the main data (such as: profit or loss, estimates
of financial instruments, and provisions), monitor,
measure report on them. This includes the necessary
changes in accordance with International Accounting
Standards and International Financial Reporting
Standards.

Adopting pricing models and maintaining their continuity,
and this includes the process of verifying the consistency
of the information sources used in those models, their
appropriate timeliness, independence, and reliability.
Controls adopted to prevent and detect accounting
violations.

Balance sheet controls, including adjustments and
actions taken (e.g. adjustments) and tasks and activities
that require an annual review in accordance with the
instructions of SAMA.

4-7 Other regulatory (supervisory) instructions

Saudi Central Bank and some relevant regulatory
authorities specify several consecutive activities and
instructions from time to time. IAG must review and
document them annually as part of its procedures in
addition to the time required for accurate compliance.
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Standard Attributes of Internal Audit

5-1Independence:

Internal audit activities must be independent, and internal
auditors must be objective in performing their work to
prove that IAG is structured in a manner that gives the
confidence that the internal audit function is impartial
and not unduly influenced by the management of
day-to-day operations.

Independence is the freedom from conditions that
threaten the ability of the internal audit activity or CIA to
carry out internal audit responsibilities in an unbiased
manner. To ensure achieving the degree of independence
necessary to effectively carry out the responsibilities of
the internal audit activity, CIA must have direct and
unrestricted access to the senior management, the audit
committee and the board.

The Chief Internal Auditor, “CIA” should have no
responsibility for operating the system of internal control
where operating control system is part of executive’s
management responsibilities.

Under this  functional reporting line, the CIA is
accountable to the Audit Committee on direct internal
audit matters i.e., the audit plan and strategy, audit
reports/issues, and the CIA's job performance and
compensation.

The compensation of CIA and its employees must be
organized in a way that ensures that no conflict of interest
arises or prejudices the independence of the unit and its
ability to work objectively and in accordance with the
relevant instructions issued by the Central Bank and with
the compensation policies and practices of ANB. Their
compensation must not be linked to the financial
performance of the business activities for which internal
audit is conducted, and the unit head’s compensation
must be recommended by the audit committee in
accordance with the bank’s compensation policies.

CIA reports administratively to the Managing Director
(“MD”) and functionality to the Board Audit Committee.
IAG has the right to discuss the observations, results,
evaluations and conclusions it reaches with the Audit
Committee and the Board and provide them with reports
directly through a clear organizational structure
functional link to the Audit Committee.

Internal audit group must be authorized to perform its
tasks in all areas of the bank’s business and its units
without restrictions from the executive management or
any source other than its functional reference.

Internal Audit must be administratively independent from
all other business units with activities subject to audit
where it can use their assessment to enable internal
auditors to perform their tasks objectively, sufficient
organizational status and authority within the bank’s units
are required. Chief internal auditor and internal auditors
must not be assigned any other tasks in the bank that may
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Internal audit should not be involved in the process of
preparing (designing), selecting, implementing or
managing specific internal control procedure. However,
the Managing Director may request the internal audit for
its inputs on issues related to risks and internal control if
its advisory role for the executive’s management is
documented in details in audit planning memorandum
and scope is agreed with audit client and listed in annual
audit plan that it will not lead or be interpreted as
inconsistent with its independence.

5-2 Objectivity

Internal auditors should be objective which means
performing assignments free from bias and interference.
Objectivity can be defined as “An unbiased mental
attitude that allows internal auditors to perform
engagements in such a manner that they believe in their
work conclusions and that no quality compromises are
made. Objectivity requires that internal auditors do not
subordinate their judgment on audit matters to others.
Matters that threaten objectivity must be managed at the
level of the individual auditor, at the level of audit
engagements, and at the functional and organizational
levels.

For their first year in the internal audit function, internally
recruited internal auditors should not audit activities for
which they were previously responsible. Moreover,
compensation schemes should not provide incentives for
internal auditors to act contrary to the attributes and
objectives of the internal audit function.

A major characteristic of objectivity is that the CIA and all
internal audit professional staff must avoid any conflicts of
interest

5-3 Conflict of Interests

Is a situation in which an internal auditor, who is in a
position of trust, has a competing professional or
personal interest. Such competing interests can make it
difficult to fulfill his or her duties impartially. A conflict of
interest exists even if no unethical or improper act
results. A conflict of interest can create an appearance of
impropriety that can undermine confidence in the
internal auditor, the internal audit activity, and the
profession.
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5-3-1Identifying Conflicts of Interest

IAG auditors (including co-sourcing arrangements) must
actively prevent or avoid known conflicts of interest and
action which:

Directly or indirectly adversely impact ANB delivering

fair outcomes for its customers.

Would damage the integrity of financial markets in

which ANB operates.

Might lead to the appearance of reputationally

damaging situations.
Where conflicts cannot be avoided, it shall be formally
identified and managed appropriately, promptly, and
fairly.
IAG must identify conflicts of interest on a continuous
basis, consider the implications and take appropriate
actions as and when they arise. Self-disclosure must be
considered as mandatory part of the planning for each
individual audit and the actions taken to manage them
must be recorded in the Engagement Planning
Memorandum. all auditors must adhere to ANB conflict of
interest policy and refer to the detailed instructions in
internal audit procedure .

5-4 Code of Ethics Principles

Beside ANB staff code of conduct policy, the internal
audit function must have a code of ethics that emphasizes
the principles of objectivity, competence, confidentiality,
and integrity that consistent with professional internal
audit guidance such as adherence to the code of ethics
established by the IIA.

A code of ethics is necessary and appropriate for the
profession of internal auditing, founded as it is on the
trust placed in its objective assurance about governance,
risk management, and control. The internal auditors must
adhere to integrity, honesty, integrity and have the
necessary professional competence in performing audit
services.

5-5 Maintain confidentiality of information

- The business of the ANB and of its customers, and the
personal information of its employees, is confidential
and information in connection with such should not
be disseminated either internally within ANB, or
externally, other than authorized parties
IAG staff at all levels should be bound to safeguard
confidential information concerning ANB and its
customers which may come into their possession for
audit purposes
All information that is not in the public domain should
be considered confidential, and all IAG staff must
comply with relevant data protection, Customer and
employee’s privacy, Bank secrecy, regulations as well
as ANB Information Security Risk requirements and
refer to the detailed instructions in internal audit
procedure
Information may be released to third parties outside
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Director. Information should be released to third parties
once the potential risk to ANB has been assessed in
consultation with Audit, Compliance, or Legal.

5-5-1 Classification of Internal Audit Reports

All signed-off report by CIA that communicates the
results of the audit engagement or special investigations
performed by the Internal Audit team that uncovers a
fraudulent act or other impropriety with respect to
statutes or regulations or may contain sensitive
information related to ANB customers or failure in ANB
internal control system must be identified and labeled as
a Confidential Internal Audit Report and must be clearly
stamped "CONFIDENTIAL" on each page.

The distribution of the Confidential Internal Audit Report
shall be limited as stated within the report itself and shall
not be distributed to anyone within ANB other than those
involved in the audit observation and responsible to
implement corrective action plans or external parties
unless otherwise authorized by CIA

5-5-2 Other Internal Audit Documents Classification
Any documents, either hard copy or electronic, that were
used to assess ANB risks and sufficiency of internal
controls such as RCMs, testing records or work-paper
produced by Internal Audit retained in support of work
performed in connection with the issuance of Internal
Audit Reports are considered also confidential and
restricted for internal audit team use only, unless
otherwise authorized by CIA

PART 6:
Internal Audit Activities and Practices:

6-1The Definition of Internal Auditing:

Internal Auditing is an independent and objective activity
to provide assurance and consulting services designed to
add value and improve ANB group operations. It helps the
organization accomplish its objectives by bringing a
systematic, disciplined approach to evaluate and improve
the effectiveness of risk management, control, and
governance processes.

Assurance services involve the internal auditor’s objective
assessment of evidence to provide opinions or
conclusions regarding an entity, operation, function,
process, system, or other subject matters. The nature and
scope of an assurance engagement are determined by
the internal auditor.

Consulting services are advisory in nature and are
generally performed at the specific request of MD or audit
committee that is documented in annual internal audit
plan approved by audit committee. The nature and scope
of the consulting engagement are subject to agreement
with the engagement client. When performing consulting
services, the internal auditor should maintain objectivity
and not assume management responsibility.

6-2 Auditing Approach

Internal Audit Group adopts a risk- based approach in
internal audit. In this approach, audit resources and
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the most important activities when developing the annual
plan, or when planning and conducting audit functions
while including the mandatory tasks of regulatory
authorities according to the period indicated in
regulatory requirements instructions (quarterly - annually
- two years).

6-3 Determine Auditable Entities Universe:

IAG shall evaluate and validate the effectiveness of
ANB/ANB CAPITAL overall internal controls environment
on an ongoing basis. Internal audit should have effective
processes to identify all auditable entities within the audit
universe by documenting a comprehensive list for the
entities subject to review or the overall audit universe.

6-4 Auditable Entities Risk Assessment:

Risk assessments should be formally documented and
supported with written analysis of the risks, hence a
systematic framework for assessing the risks of auditable
entities has been developed

Where a quantitative and qualitative criteria must be used
to determine the risk factors for each group that and may
include factors such as the date of the last audit, prior
audit results to determine risk assessment for each
auditable entity.

Based on the results of the risk assessment, a
comprehensive audit plan is developed to cover all
auditable entities within 3 years. Where the repetition of
audit for high-risk entities is schedule to be performed
every year, and every two years for medium-risk entities,
and every 3 years for low-risk entities and Non Critical
will be Ad hoc.

Self-assessment and control testing performed by
executive’s units, and non- compliance risk assessment
performed by Compliance group, may be considered by
the internal audit group in developing its independent risk
assessment.

6-5 Risk Assessment Methodology:

1. Internal audit group must include in audit procedure
the following:

2. Documented and detailed guidance that clarifies and
assist in the classification of risks when preparing
individual observations.

3. Documented and detailed guidance for
assessment in the overall audit report.

4. Determine the quantitative and qualitative factors to
facilitate the consistent understanding and
application of auditors.

5. Classification of breaches and internal incidents that
IAG must be notified depends on risk rating and to
ensure that they reach the competent authority and
are documented.

6. Classify all cases of non-compliance with regulatory
instructions as high risk, unless the non-classification
is based on specific justification approved by
Compliance Group where the justifications are based
on mechanism that includes the size and impact on
non-compliance.

risk
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6-6 Internal Audit Annual Plan:

Internal audit should develop a comprehensive annual
audit plan to ensure that audit coverage for all identified,
auditable entities within the audit universe is appropriate
for the size and complexity of their activities to the Bank.
There should also be a mechanism in place to identify
when a significant risk will not be audited in the specified
timeframe and a requirement to notify the Audit
Committee and seek its approval of any exception to the
strategic audit plan.

Generally, internal audit will use a defined audit cycle to
cover all business and IT auditable entities. Areas
assessed as High-risk should be audited on an annual
basis including the regulatory required reviews and
should not be obscured due to the inclusion in a lower
risk-rated audit entity.

The audit planning process should be dynamic, allowing
for change when necessary and should include a process
for modifying the internal audit plan to incorporate
significant changes that are identified either through
continuous monitoring or during an audit. Any significant
changes should be clearly documented and included in
quarterly communications to the Audit Committee.
Critical data to be reported to the Audit Committee
should include deferred or cancelled audits rated
high-risk and other significant additions or deletions.
Significant changes to audit budgets and timeliness for
the completion of audits should be reported to the Audit
Committee with documented rationale.

6-7 Audit Engagement Execution and Monitoring:

Detailed guidance related to the performance of an
internal audit engagement must be documented to
facilitate efficient, and consistent practice within the
Internal Audit Group, all auditor must adhere to the
detailed instructions in internal audit procedure. That
includes comprehensive processes and procedures

6-8 Database and preservation of documents and
reports

IAG must prepare a procedure and create a database for
its work, and update it on an ongoing basis. All internal
audit reports, results, recommendations, correction
plans and related supporting documents must be kept in
electronic records in the database, in addition to all the
previous findings by the independent auditors and audit
staff.

6-8-1Periodic reports to The Audit Committee

The Audit Committee should receive appropriate levels of
management information to fulfil its oversight
responsibilities. The CIA should meet with the Audit
Committee regularly to report IAG’s performance The
CIA shall also prepare and discuss with the Audit
Committee (quarter -Annual) reports on IAG’s activities,
the report should include:
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1-Quarterly Report: Includes an assessment of the
bank’s internal  control system, finding and
recommendations of the business units that have been
audited within the scope of IAG’s work with a statement of
the actions taken by each unit in this regard and
clarification of the status of the findings that have not
been addressed yet by the executive management and
cases of failure to respond quickly to those findings and
recommendations with an explanation of the reasons for
failure to respond quickly to those finding and
recommendations with an explanation of the reasons for
failure and a statement of the action taken by each work
unit regarding the handling of the previous audit
committee directives and any observations thereon
especially if not being handled in the appropriate time
and matter.
2- General Annual Report (comprehensive):
Includes the audit activities implemented during the
financial year against the approved plan and a statement
of the reasons for any shortcomings or failure from the
plan no later than the end of the quarter following the end
of the relevant financial year or according to the dates of
the approved annual plan
Results of the quality assurance and improvement
program established by the internal audit group, including
the results of annual internal evaluations and external
evaluations conducted at least every five years

6-9 Outsourcing of Internal Audit Functions

the implementation of all internal audit functions and
activities is the responsibility of the bank's IAG and in case
of need and necessity to outsource the implementation
of some of them, it must be on a limited basis and special
cases. SAMA rules on outsourcing, including no objection
to be obtained before conducting the outsource
contracting process., must be considered, and they must
be in accordance with a non-disclosure agreement. In all
cases, CIA must develop the necessary measures to
evaluate the tasks to be outsourced as per the detailed
instructions in internal audit procedure to obtain
approval of the audit committee and The Chief Internal
Audit shall take the following into consideration during
the outsourcing process:

Transfer knowledge and gain experience to the unit’s
employees.

Not affecting the unit’s ability to work independently and
objectively.

Not to contract with an entity that has previously
contracted for the same task until after a period of no less
than three years has passed.

The service provider should not be one of the bank’s
current external auditors.

The service provider should not impact the effectiveness
of the central bank control.
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6-10 Quality Assurance and Improvement Program

A well-designed, comprehensive quality assurance
program should ensure that internal audit activities
conform to the IlA's professional standards and the
Bank’s internal audit policies and procedures. The
program should include both internal and external quality
assessments.

The internal audit function should develop and document
its internal assessment program to promote and assess
the quality and consistency of audit work with respect to
policies, procedures, audit performance, and work
papers. The quality assurance review should be
performed by someone independent of the audit work
being reviewed.

Conclusions reached and recommendations made for
appropriate improvement of the internal audit process or
the staff should be implemented by the CIA through the
quality assurance and improvement program. Internal
Audit should conduct an internal quality self-assessment
annually. Also an external quality assessment of Internal
Audit to be performed by a qualified independent party at
least once every five years. The review should address
compliance with the IlA's definition of internal auditing,
code of ethics, and standards, as well as with the internal
audit function's charter, policies and procedures, and any
applicable legislative and regulatory requirements. beside
The CIA should communicate the results of internal and
external assessments, planned actions, and status of
remediation efforts to Senior Management and the Audit
Committee."
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